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1.Cyber security Threats: Match with correct definition
1. [image: ]Malware

2. Phishing

3. Ransom ware

4. Spyware

5. Denial of Service (DoS)

6. Trojan Horse

7. [image: ]Adware

8. Social Engineering

9. Brute Force Attack

10. Key logger





2. Tamaz stores confidential data on his computer. He uses the Internet regularly and is concerned about his data being viewed by unauthorized people. He currently has one software method to stop his data being viewed, which is a password.
He wants to add other software methods to stop his data being viewed by unauthorized people.
(a) State two other software methods that Tamaz could use to stop his data being viewed by
unauthorized people.
1 ...............................................................................................................................................

2............................................................................................................................................... [2]
(b) A denial of service (DoS) attack is a type of Internet security risk.
State the purpose of a denial of service attack.
..................................................................................................................................................
............................................................................................................................................     [1]
3(a) Phishing and pharming are also types of Internet security risk. They have the same purpose.
State the purpose of phishing and pharming.
..................................................................................................................................................
............................................................................................................................................     [1]
3(b) Identify two other types of Internet security risk.
1...............................................................................................................................................
[bookmark: _GoBack]2 ............................................................................................................................................... [1]
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. A cyber-attack that overwhelms a system, causing it to crash
and preventing legitimate users from accessing it.

. A type of malicious software that secretly monitors and collects
information about a user's activities without their consent.

. A cyber attack that uses automated tools to guess passwords
by trying many combinations quickly until the correct one is found.

. A form of malware that disguises itself as legitimate software,
but once installed, it gives hackers access to your device.

. A program designed to secretly record and store keystrokes
to capture sensitive information, such as passwords.

. A method used by attackers to trick people into revealing

Personal information through fake emails or websites.




image2.png
G. A software that displays unwanted advertisements
and may also track your online behaviour.

H. A type of malware that locks you out of your files or device,
demanding a ransom to regain access.

I The use of deception to manipulate individuals into
revealing confidential or personal information.

J. A general term for any malicious software designed to

harm or exploit any programmable device, service, or network.
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