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Cybersecurity and
Infrastructure
Security Agency

The Cybersecurity and Infrastructure
Security Agency (CISA) is the government
agency that works to protect Americans from
cybercrimes.

CISA wants to make sure everyone of all

ages knows about cyber and cybersecurity.
Our goal is to not only keep everyone safe
online, but also to inspire future cyber
leaders!




Definition: Cybersecurity

Protecting the online world from cybercriminals who try
to hack into computer systems to cause trouble and
steal information.
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What is Hacking?

Hacking is when someone
breaks into a computer system
by going around the usual
security, like passwords, and
getting into the computer
system via a different route to
the official one.
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What can be hacked in your home?
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What Can Be
Hacked?

e L ook at this kitchen to
see if you can find the
electronics that could
be hacked by

cybercriminals. 3 >
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What Can Be
Hacked?

e Now You Try! 0
e Look at this living .
room to see if you can \\‘,o

find the electronics
that could be hacked.




Security Cameras
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Wi-Ei Smart
Routers Speakers




Beware of Cybercriminals!

Devices that connect to the
Internet need to be secure!

Sometimes cybercriminals can
take control of devices

and steal important
iInformation or infect it with a

digital virus.
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Beware of Cybercriminals!

Make sure to always have a
parent around when you use
electronics, like tablets,
phones, or computers.

Let them know if you see or
hear something suspicious!

.




How to Stay Cyber Safe!

The internet can be a cool place
with lots of information, funny
videos and fun games!
Unfortunately, not everyone
online is as cool. Some people go
on computers to cause trouble
and trick others




How to Stay Cyber Safe!

= Always ask a caregiver before
downloading any games, songs,
or apps.

= Only talk to people you know
online, whether on the computer
or when playing video games.

= Never click on ads or messages
that pop up on videos and
games - no matter how fun they
look!
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How Cyber Professionals
Keep Us Safe

From talking with friends and family to ordering food or buying
toys online, there is TONS of information being sent online and
through devices like phones and computers every day.
Cybersecurity professionals help keep this information safe!

CISA hopes that when kids like you and your classmates grow
up, you will want to have a cyber job and help keep everyone
safe from cybercriminals stealing this information!
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What are Cyber
Careers?

Cyber jobs are not just coding and hacking like on TV
- they can be really fun, like finding clues online to
solve crimes! Today, almost everything we do
connects to the internet - that's why almost every
company needs cyber professionals!

CAREER PROFILE:

CAREER PROFILE:

KNOWLEDGE
MANAGER

CYBER

OPERATOR

CAREER PROFILE:

CYBER
CRIME

INVESTIGATOR

CAREER PROFILE:

CYBER
SECURITY
ENGINEER



Want to Learn More About Cyber Safety?

CISA has many resources to help you and your family stay safe from cybercriminals and cyber threats. Be sure to
learn more about how to be cyber safe so you can teach other how to be safe online too!

The Adventures of
Pascale and Python FRERORS

Home - Cyber Safety Video Series

Join Pascal and Python as they

. Cyber Safet
learn all about internet safety! . 4

Video Series

Tips for staying safe online!

CYBER SAFETY

Cyber Safety
u "
VI d e Os o CYBER.ORG and the Cybersecurity and Infrastructure Security Agency (CISA)
e | partnered to produce this Cyber Safety Series.
— We've highlighted some common potential threats you're likely to face online
CYB_R.O RG CISA and CYBER_ORG partnered to and whak you can:do to make sure:you stey safel
THEACADEMICINITIATgFTHECVBER INNOVATION CENTER prod uce the Cyber Safety SerieS Wh iCh B

covers common potential threats gy ffthenucatlon d /

you're likely to face online and what
you can do to make sure you stay | -
safe!



https://cyber.org/families/adventures-pascal-and-python
https://cyber.org/cybersafety

Additional Cyber Resources

Education Resources: Scholarships & Academic Programs

e CISA Cybersecurity Education & Training  National Centers of Academic Excellence

Website (CAE) Program
« CISA Cybersecurity Education & Training * CyberCorps Scholarships for Service (SES)

Resources List Program
 NICCS Website
« CYBER.ORG

Workforce Development:
* Try Cyber
Competitions: * Cyber Workforce Training Guide

e (Cyber Career Pathway Tool
e CyberSkills2Work
e (Cyber Career Profile Cards

e (Cyber Patriot
 National Cyber Cup Competition



https://www.cisa.gov/topics/cybersecurity-best-practices/cybersecurity-education-career-development
https://www.cisa.gov/sites/default/files/2024-02/Resources Collection_02062024_508c.pdf
https://cyber.org/
https://www.nsa.gov/Academics/Centers-of-Academic-Excellence/
https://niccs.cisa.gov/education-training/cybersecurity-scholarships
https://niccs.cisa.gov/education-training/cybersecurity-scholarships
https://www.cisa.gov/topics/cybersecurity-best-practices/cybersecurity-education-career-development
https://www.cisa.gov/resources-tools/resources/cybersecurity-workforce-training-guide
https://niccs.cisa.gov/workforce-development/cyber-career-pathways-tool
https://cyberskills2work.org/i/
https://cyber.org/career-exploration/cyber-career-profiles
https://www.uscyberpatriot.org/
https://cyber.org/national-cyber-cup




